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The ‘three lines of defence’ model ensures adherence to a framework, but can it assure successful project 
delivery? Peter Mayer, Managing Partner at Pelicam Project Assurance, investigates how we can eliminate 
‘defence killers’, whilst going beyond the model to attack root-causes and achieve programme success.

LINES OF DEFENCE

Board of directors / governing body / audit committee

Senior management / risk committee

Operational management
1st line

Risk management
2nd line

Internal audit
3rd line

Key activites Implement governance, risk 
and control frameworks

Design governance, risk and 
control framework

Review framework 
application objectivity

Measure and manage 
project performance

Monitor adherence to 
framework

O!er independent oversight 
of 1st and 2nd lines

Manage risk (within agreed 
risk appetite)

Provide timely, balanced 
information

Outcomes Control risks Confirmation of control Strategic overview of 
controls

The corporate world inevitably takes risks 
to meet shareholder demands. Over recent 
years, these risks have been widely promoted 
and the ‘three lines of defence’ concept 
was introduced by FERMA and ECII to 
promote corporate transparency, enhance 
communications, and ensure clear roles 
and consistent boundaries of accountability. 

Early adopters of the model have seen 

improvements, including:

• cohesive management;
•  stronger risk culture;
•  better definition and communication of 

risk appetite;
•  clearer ownership and drive towards 

risk resolution;
•  objective reporting of risk into senior 

management.

But can we use the ‘three lines of defence’ 
as a risk framework for projects and 
programmes? 

Rules of Engagement: Applying the Three 
Lines of Defence to projects



PROJECT MANAGEMENT

progress against time, quality, scope, risk 
and benefit targets.  

Going native: Assurance resources are 
‘embedded’ in a project team and lose their 
independence. 

Eliminate: Keep the teams separate. 
Assurance will inevitably integrate  
themselves within the project team when 
working closely together. Ensure all  
assurance maintains objectivity and  
independence.

Bayoneting the wounded: 
Focusing on how things went wrong this 
time, rather than how things could be 
improved next time creates unhelpful pain 
and provides little value to the project.

Eliminate: It’s easy to point out problems 
after the event, but it’s not always useful. 
Instead, demonstrate positive outcomes 
from lessons learnt activity.

Identify the ‘landmines’: unearth risks 
and attack root-causes
The project landscape is like a minefield. 
Employing the ‘three lines of defence’ helps 
assign ownership, accountability and  
governance to risks that have been  
identified. But what about the risks that 
remain below the ground? They are a 
series of ‘landmines’ waiting to explode. 

Therefore, we must do more to gain 
visibility and detect, dig up and defuse 
these ‘landmines’, such as ‘no holistic view’ 
and ‘ignore root cause’, before it’s too late: 
No holistic view: Project roles are assigned 
too low level (work packages) and few 
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1st Line
Project teams work at the coalface (typically 
with project o"ce support embedded) to a 
management delivery framework  
(policies, procedures, processes), with a 
focus on risks being identified, managed 
and reported.

2nd Line
Typically, intelligent project o"ce, risk 
management o"ce or governance teams 
oversee programmes or sections of the 
portfolio. Teams must design a fit-for-

purpose framework to ensure that 
identified risks are consistently controlled 
and reported to senior management.

3rd Line
Internal audit must o!er independent 
oversight across the organisation, whilst 
monitoring the adherence of first and 
second lines, to confirm that the control 
framework is in place and working.

However, we have also seen a number 
of weaknesses in its implementation…

Engage with the enemy:  
Eliminate ‘defence killers’ 
‘Defence killers’, such as ‘passing  
accountability’ and ‘unwanted overhead’ 
loiter in the first, second and third lines. 
They must be engaged with and eradicated 

to allow your teams to lay down a strong 
foundation of risk culture. 

To identify and prevent ‘defence killers’, 
watch out for the following:

Passing accountability: First line teams 
confuse their responsibilities with second 
and third lines and relinquish control. 

Eliminate: Embed the Three Lines of 
Defence model in your delivery  
framework. Understand who needs to do 
what. Establish defined roles with clear 

accountability: communicate, syndicate and 
measure.

Unwanted overhead: First line teams view 
second and third lines as imposing a burden 
on them, with no added value. 

Eliminate: Recognise the limitations of 
your delivery framework. Monitor first line 
adherence to the framework, but do it with 
a ‘light touch’. Ensure key learnings are 
proactively shared and understood, not lost.

Politics: Risks are not called out for fear of 
upsetting people, with recriminations and 
career limitations. 

Eliminate: Focus on unambiguous, objective 
reporting to senior management, including 

Supporting your test team to shift their focus 
from solely finding defects to predicting quality 
in your projects will make a real di!erence to 
how the team is valued.



credibility. Ensure reviews are independent, 
fact-based and collaborative, with clear 
sights on do-ability. The goal is to fix the 
project, not report it as broken. Assurance 
should be engaged early on in complex 
projects, calling-out risks before they hit. 

Winning the battle: steps to project success
The ‘three lines of defence’ model merits 
our attention; however, simply adhering to a 
delivery framework will not buy you project 
victory and participants at all levels are in 
danger of being seen to fail their duties.

The model alone cannot uproot all risks, 
nor protect you from the weaknesses 
that surface during implementation, 
manifesting themselves as ‘defence 
killers’. 

This often generates blame, denial and 
excuses, meaning we must reinforce and 

people have visibility of the bigger picture.

Defuse: Build team aspirations and capability. 
Encourage a ‘winning mentality’. Empower 
people to take action and make decisions. 
Ensure experienced, key people maintain 
visibility across the project and its 
surroundings, ensuring it remains viable.

Ignore root cause: Teams focus on impact, 
probability and mitigation. Root causes are 
not considered.

Defuse: Establish independent assurance 
as part of the DNA within the project culture. 
Get under the skin of the project. This is 
not a ‘tick and turn’ exercise. Move the 
mind-set from ‘plan to deliver an audit’, to 
‘deliver an outcome of real value’.

Process not principle: Teams concentrate 
on compliance to a faulty framework and 
don’t exercise judgement. They focus on 
compliance and regulatory standards, 
ignoring do-ability.

Defuse: Work with the delivery  
framework, but recognise it’s not the 
answer. Encourage its development (and 
simplification). Develop a risk-based 
approach, using principles as well as  
procedures.

Losing: independence/ challenge: 
Inexperience means we accept the project 
team’s word and are unable to challenge.

Defuse: Build relationships founded on 
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optimise the model to avoid project failure:

Follow this optimised model collectively 
and create an action-plan that is owned, 
visible to senior management and acted upon. 

This will allow you to take a proactive 
route of attack. It will significantly improve 
your prospects of eliminating ‘defence 
killers’ – ensuring project and programme 
risk governance across the organisation 
– as well as identifying unearthed hidden 
risks - or ‘landmines’. 

Do this, and you will be rewarded, as 
project and programme delivery rates will 

rise.
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PROJECT MANAGEMENT

Board of directors / governing body / audit committee

Senior management / risk committee

1st line 2nd line 3rd line

Enhanced key activites 1. Use the delivery 
framework to establish 

cohesive roles and 
responsibilities

1. Monitor adherence to the 
delivery framework and 
continue to develop and 

simplify

1. Give independent 
oversight of 1st and 2nd 

lines e!ectiveness 

2. Build team aspirations 
and capability; develop a 

‘winning mentality

2. Report progress against 
key measurement targets

2. O!er independent 
objective, assessment. 

Provide real insight into the 
do-ability of the project

3. Manage risk, within an 
agreed risk appetite

3. Ensure key learnings are 
learnt (not lost) and are 

pro-actively shared

3. Prioritise 3rd line activity 
independently with early 
engagement on complex 

projects. 

4. Maintain a holistic view 
and ensure ccontinued 

viability

Establish independent 
assurance as part of the 
DNA within the project 

culture

4. Ensure reviews 
are collaborative and 

develop credible, trusted 
relationships

New outcomes Control risks Confirmation of control Strategic overview of 
controls
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